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Problem & Motivation

A Traditional Limitations

X Manual examination preparation & distribution

X Time-consuming manual marking and score calculation
X Difficulty managing large volumes of questions securely

X High risk of unauthorized access to exam resources

X Lack of centralized records and data organization

@ Proposed Motivation

V' Centralized digital examination management
v Streamlined administrative and testing workflows
v Automated objective question evaluation

v Rigid Role-Based Access Control (RBAC): Student #
Teacher # Admin

v Secure, structured relational database records

Transforming Examination Workflows

A Traditional Limitations

* Poor Security: Risk of unauthorized access and tampering.

= X Disorganized: Lack of central records and data control,

% Manual & Slow: Pre paration, distribution, and Fnarking.
Transformation or

* Disorganized: Lack of central records and data control.
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@ Proposed Motivation
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+ Centralized & Fast: Digital management and
automated workflows.

/" Enhanced Security: Secure relational database
records.

/' Objective & Controlled: Automated M S==n

[ |
evaluation and role-based access. =2

Secure, Accessible, and Efficient Solution



Project Objectives

o + Develop user authentication and granular v Implement rigid Role-Based Access

General Objective authorization. Control (RBAC).
Develop a secure and maintainable web-
based Online Examination System using
Python OOP and Flask that manages
examinations through robust Role-Based v Allow teachers to create and manage v Enable teachers to build dynamic question
Access Control (RBAC). examinations. banks.

+ Provide an intuitive online exam-taking + Automate grading for objective

interface. guestions.
v Generate and securely store detailed v Apply clean Python OOP and PostgreSQL

results. principles.



Project Scope

@ In Scope (Current R&D)

» User registration, login, and session control

» Admin, Teacher, and Student user roles with RBAC
» Subject management & exam creation workflows

» MCQ & True/False question handling

5 Interactive exam timer & online answer submission
» Automated grading and result history reporting

» PostgreSQL relational database integration

© Out of Scope | Future Scope

- Dedicated native mobile application
= Advanced Al-based essay grading algorithms
= Facial recognition & webcam proctoring

= Multi-university distributed cloud infrastructure

Core E-Learning & Assessment Platform

Authentication &
RBAC Hub

User registration, login...
Admin, Teacher, Student...

Subject & Exam
Builder

Subject management &
exam creation workflows
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Question Engine
(MCQ/T/F)

MCQ & True/False...
True & True/False...

Interactive Test Taker
& Submission Portal
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Interactive exam timer,
answer form Submit

Grading &
Analytics Core

Automated grading,
and reports report

PostgreSQL Data
Warehouse
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PostgreSQL relational
database integration

.




Target Users & User Stories

20 System Admin Admin s_JInstructor Teacher W Examinee Student
Responsible for overall system maintenance and Responsible for curriculum design, test authoring, and Responsible for taking assigned assessments and
global configurations. evaluation. reviewing feedback.

Create examinations

Manage system users Secure system login

View active examinations

Assign roles & permissions Manage question banks

Take exams with timer

Set exam duration & rules

Manage course subjects

Review historical results

View system audit logs Analyze student results



Proposed Features & Module Priority

—

Priority 1 Core Features Priority 2 Supporting Priority 3 Future Enhancements
Authentication: Secure login & sessions Subject Management: Taxonomy setup Advanced Analytics: Performance metrics
RBAC: Strict permission enforcement Question Bank: Reusable item pool Al Essay Grading: NLP assistance
User Mgmt: Account administration Exam History: Past performance logs Al Question Gen: Automated drafting
Exam Engine: Timed test delivery Scheduling: Active date windows Proctoring: Monitoring extensions

Auto-Grading: Objective scoring Randomization: Option shuffling APIlIMobile: Cross-platform support



Object-Oriented Design (OOP)

.{ Sygifiss Encapsulation
| Restricting direct data access in models (e.g., student answers, user credentials) using
I l l pythonic property getters and setters.
Inheritance
Specializing user types ('Student’, Teacher’, 'Admin’) and question formats from robust
STUDENT TEACHER ADMIN base classes.
=-| o= Polymorphism
e I.E.n. :‘-ﬁ- Unified evaluation interface where different question types execute custom grading logic.
TAKE EXAM MANAGE EXAM MANAGE SYSTEM - -
| Abstraction & Composition
Hiding low-level database details behind service classes; an Exam object cleanly
E EXAM composes multiple Question entities.
!
9 QUESTION
I
P s ! )
=) MCQ @ TRUE / FALSE .+ ESSAY

|

| RESULT
| View & Analyze Performance |

Rale-Based Access Streamlined Workflow Better Qutcomes
Secure & Structured Efficient & Organized Accurate & Reliable



System Architecture

Integrated Layered Architecture and Data Flow Plan

Logical Layer Stack (from original)
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Web Browser
HTML / CSS / JavaScript
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Flask Web Framework
Routing & Request Handling

¢

Authentication Layer
Session & Identity Verification

v

Authorization Layer
Role-Based Access Control (RBAC)

4

Service & OOP Layer

Business Logic / Donain Models

v

SQLAItAlchemy ORM
Object-Relational Mapping

v
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PostgreSQL Database
Relational Data Persistence

e —p—

|

. T, | R

User Login Flow

.
.
i l’

- N

Browser Rendered View |

[ Service & OOP | |

AuthService

[ UserService E ice |
Layer - T 3
Business Logic & Separalt Logic Separati Logic
k_Damain Models | Componensss Componeniots Componentiss
AW - = :
Object-Relational e ORM Data Mapping
Mappfing {e.qg,, UserMaodel, — -
(SQLAIchemy) RoleModel)
% L
- ™ " B
© Users Roles
Database E PK|Id L EEEEEE pisoose > PK|id
Echenamineiell (< | o, i 1] [
Persistence || % User Roles | | | |usersname
(PostgresaL) || & [
usemame

CLIENT-SIDE CODE
' HTML  css ] 000
Web E g J S Login
Browser <> {
............. [ tem ]
~ React Cnmpunept | e~
- 0 3
- rﬂzﬁﬂg : Request/Response Cycle
] . ute amplans ESpOnse
FFIaSk wel:( ﬂﬁﬂ!ﬂ :w:ﬂ [Request ]—P[ Router ];—i-[Mllddlewam] < -
ramewor e ,ﬁ; ‘ .
. m"“em '; :"l;“n; Response 4— 4— Response
. 0 J A - outenantis
n 3 :""#...” -‘““““':
5 sy Identity Flow
: | Authentication Ty - ———
: Laver Credentials Identity | ;..
Lay (Request) Verification - Identity Ohl
: @ J | {Check Hashed Passwords/User ID) ) = =
2 , i e G
‘ Access Policy Flow [ Required Roles .
Authorization Incoming RB.AC E:::olm | Ezdﬁ::;ms
Layer ‘?:&:e;; m Grantedl idonain Fm_l?auﬁula s
. Engine Denied  |/data | PaymentRoles
: = = e =

(PaymentService :
=
Separali Logic

-

MO[4 ydje4 ejed



L

.

PostgreSQL Database Design

How the database connects security, examinations, and results

e - W
RBAC - Role-Based Access Control
Manage users, roles and permissions
user_id (PK)
name
email
role_id (FK)
role_id (PK)
name
role_id (PK, FK)
permission_id (PK, FK)
Permissions
permission_id (PK)
name
A ¥ &

Examination Management Flow
From subjects to results

exam_id (PK)
subject_id (FK)

subject_id (PK)
name

Question_Options

option_id (PK)
question_id (FK)
text

is_correct

question_id (PK)
exarm_id (FIK)
text

Exam_Questions

exam_id (PK, FK)
question_id (PK, FK)

Exam_Attempts
attempt_id [(PK)
exam_id (FK)
user_id (FK)

answer_id (PK)
attempt_id (FK)
question_id (FK)
option_id (FK)

result_id (PK)
attempt_id (FK)
total_marks

percentage
is_passed

@ Key Benefits

Secure & Scalable

PY)
M\ RBAC for controlled access \

Efficient Management
Easy exam creation & scheduling

Data Integrity
Accurate tracking of attempts & results




Development Methodology & Sprint Timeline

Four stages from foundation to a tested system

& Ha

\

SPRINT 1-2 SPRINT 3-4 SPRINT 5-6 SPRINT 7-8
: > : > > '
Foundation & Security & Core Grading &
Design Auth Workflows Polish
® Project setup & requirements e Authentication ® Teacher exam authoring ® Automatic grading
® PostgreSQL schema ® Sessions ® Question bank ® Result history
® OOP classes ® Role-Based Access Control ® Student test-taking ® Integration testing

® Documentation

BUILD » SECURE > DEVELOP > TEST

Online Examination System ¢ Development Roadmap



Expected Project Deliverables

Three groups of outputs from the project

Application Security
e Python Flask web application e Secure authentication
e PostgreSQL database e Granular RBAC authorization
e Responsive user interface e Teacher & Admin management panels

e Automated objective evaluation

Documentation

e System architecture blueprints
e Detailed ERD documentation
e Object-oriented class diagrams

e Deployment & setup instructions

A secure ®* maintainable ® documented examination platform

Online Examination System ¢ Final Outputs



Q&A — Feedback & Technical Decisions

Three decisions we would like feedback on

RBAC OOP Design Future Scope
e Should Admin also manage exams? e Are inheritance relationships e Should essay questions be in the
optimal? first release?
® Or should exam management * |s our composition structure e Or keep Al essay grading for later?
remain with Teachers? suitable?

Online Examination System ¢ Thank You
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